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Key Features
- Lay your hands on physical and virtual evidence to understand the sort of crime committed by capturing and analyzing network traffic
- Connect the dots by understanding web proxies, firewalls, and routers to close in on your suspect
- A hands-on guide to help you solve your case with malware forensic methods and network behaviors
Book Description
We live in a highly networked world. Every digital devicephone, tablet, or computer is connected to each other, in one way or another. In this new age of connected networks, there is network crime. Network forensics is the brave new frontier of digital investigation and information security professionals to extend their abilities to catch miscreants on the network.
The book starts with an introduction to the world of network forensics and investigations. You will begin by getting an understanding of how to gather both physical and virtual evidence, intercepting and analyzing network data, wireless data packets, investigating intrusions, and so on. You will further explore the technology, tools, and investigating methods using malware forensics, network tunneling, and behaviors. By the end of the book, you will gain a complete understanding of how to successfully close a case.
What you will learn
- Understand Internetworking, sources of network-based evidence and other basic technical fundamentals, including the tools that will be used throughout the book
- Acquire evidence using traffic acquisition software and know how to manage and handle the evidence
- Perform packet analysis by capturing and collecting data, along with content analysis
- Locate wireless devices, as well as capturing and analyzing wireless traffic data packets
- Implement protocol analysis and content matching acquire evidence from NIDS/NIPS
- Act upon the data and evidence gathered by being able to connect the dots and draw links between various events
- Apply logging and interfaces, along with analyzing web proxies and understanding encrypted web traffic
- Use IOCs (Indicators of Compromise) and build real-world forensic solutions, dealing with malware



















Related Books








Practical Lock Picking: A Physical Penetration Tester's ...











Special Operations From A Small State Perspective: ...











Digital Forensics And Watermarking: 15th International Workshop, ...











Foundations Of Security Analysis And Design Vii: ...











Private Security And The Investigative Process (3rd ...











Guide To Computer Forensics And Investigations (5th ...











Security In Computing And Communications: 7th International ...











Cybersecurity For Space: Protecting The Final Frontier





















2013-2017 © PDFBooksPlanet.org




Contacts
DMCA






















